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DR JULI AN WALTER: There is quite a |ot to cover this evening
and 1°d like to use the time as best we can. By way of
i ntroduction, I’m Julian Walter, 1 am going to convene this
session. I’m a medico-I|egal advisor from MDA National, so
both solicitor and doctor and have a bit of an interest in
the topic. We’ve had a few discussions about this over time
and 1t’s great to have the opportunity to actually run sone
of these scenari os past our panel.

Besi de me we have a bit of a “DreamTeam’ in terns of privacy
iIssues. | won’t read through these bios but we have Annan
fromthe Ofice of the Australian Information Comm ssioner.
It’s very good of him to come along. He replaces Paula, who
Is in the program her expertise was nore in My Health and
this discussionis going to be a bit nore about data breaches
and privacy, and that is an area that Annan works in.

H s area of expertise, he’s dealt with some fairly large-
scal e privacy breach investigations, the Red Cross breach
and also the dating website, Ashley Madison, which if you
can’t remember, was in 2015 where some 37 million subscribers
to that dating site’s details were hacked and rel eased - we
t hi nk we have problens in health.

He can probably give us sonme insights into the way such | arge
breaches are nanaged. He is also currently inplenenting
Australia’s notifiable data breach scheme, which i1s what
we’re going to be talking about.

Next is Alison. Alison is a partner with Hol man Webb. She
has 20 years” experience in the health law area and she 1is
nmy go-to person in ternms of privacy issues, whenever we have
them, so 1t’s fantastic to see her here.

She too has been involved in all sorts of privacy related
probl ens, including advising what was NEHTA and is now the
Australian Digital Health Agency, who are setting up the My
Heal th Record and the trial sites.

Then Walid, I1°’ve known Walid since 1994 when he was my
registrar in intensive care. walid is a general

practitioner. He owns a practice, which I think he’s owned
since 2001 and has also just recently been awarded the NSW
ACT RACGP GP of the Year.

Walid also works at Avant as an advisor in their advocacy
section and | ectures in nedico-1egal issues.

It was over a year ago when we started | ooking at topics for
this year and privacy cane up as a possible topic. At that
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time, the data breach legislation hadn’t passed and when we
started thinking about what we mght talk about, 1t wasn’t
necessarily clear what we would fill the night wth.

In the neantine, the data breach | egislation has passed and
we put questions out to the nenbership to find out what they
want ed to know about privacy and al so sonme of our coll eagues
inthe office. It becane apparent that the forthcom ng data
breach notification requirenents starting next year was an
issue of interest to a |ot of people.

We t hought rather than presenting just what the |egislation
is, which is not that interesting to just to read through
sl abs of legislation, we thought we would start with sone
scenari os and wor k out whether we m ght be notifying this to
the Australian Information Comm ssioner or not.

It’s actually been very educational to me. When 1 started
this, I thought I would be nmaking a lot nore notifications
or hel pi ng doctors nake notifications next year than probably
Is the case; so, it’s been very beneficial to me working
t hrough t hese i ssues.

Where are we now? There is absolutely no doubt that there
Is a huge expectation by the conmmunity, the regulators, the
nedia, the profession, that the information with which we
deal, so- our patients” health information, Is kept private
and confidenti al .

I’m not so sure we do 1t that well and a brief look of the
news nedi a reveal s an enornous nunber of breaches. Mst of
these articles up here cone from this year. Thankful |y,
nost of them are hospitals rather than private practices
which is perhaps where the legislation is going to apply
nore relevantly, but there are plenty of exanples where
patients” records have been left out on the street or sent
places where they shouldnt and incredibly sensitive
I nformati on has been rel eased.

It’s not just hospitals. You can also find plenty of
exanpl es of information fromgeneral practitioners, perhaps
| ess so than hospitals.

That brings us to our first scenario tonight where a breach
pronpted the Ofice of the Australian Information
Comm ssioner to comment. This is fromTinothy Pilgrim |
don't know if you remenber, this was the Pound Road Medi cal
Centre breach, where a doctor left their records stored in
a garden shed which was broken into and the records becane
available. The comment was made there, “l can’t think of

This transcript is the joint property of Pacific Solutions Pty Ltd trading as Pacific Transcription,
and the authorised party responsible for payment and may not be copied or used by any other party
wi t hout aut horisati on.



Medi coLegal Soci ety _200917_edi t ed-fi nal
Page 4 of 31

any circunstances in which it would be reasonable to store
heal th records, or any sensitive information, in an insecure,
temporary structure such as a garden shed.”

We are going to presume in our scenario that we’ve moved on
a bit from the garden shed. We’re going to talk about
Walid’s theoretical practice where it’s a very technical
practice, he has passwords on all of his software, everything
is encrypted, he | ooks after his practice well.

We’re going to use Alison as our legal advisor i1f he has
problems and Annan’s going to stay in his role as the worker
in the OAIC who”s potentially going to advise us about what
to do in sone of these scenari os.

| thought | would get a bit of an idea, probably Annan you
can help ne here, as currently the legislation hasn’t come
into force. What happens if | have a data breach currently,
do | need to tell you?

MR ANNAN BOAG You’re right, there is no requirement at the
nmonent to notify people who are affected by a data breach or
the Australian Information Conmmi ssion if one has occurred.
That is not to say you shouldn”t and that a |ot of people
don’t at the nonent.

We generally recommend that if 1t’s a serious data breach,
particularly if thereis arisk of serious harmto the people
who are involved, you should think seriously about letting
t hem know. It is increasingly a community expectation

OAIC”s Community Attitudes to Privacy Survey 2017 found that
sonet hing |i ke 95 per cent of the Australian conmunity thinks
that they should be notified if their personal information
i's conprom sed.

Your patients and the people you interact with will probably
be very upset if they find out that their information has
been compromised and that they weren’t told.

But, of course, it’s a voluntary scheme. So, at the moment,
the situation is that there’s no requirement to notify.

DR JULI AN WVALTER: 1°ve pulled some data off the OAIC website.
In 2015-16 there were sone notifications made, 107 of them
all up. Health was the third largest notifier, but the
nunbers are not enornmous - 107 notifications across
Australia, across many areas that are subject to the
| egi sl ati on.
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It”s worth noting that in the Health sphere there is both
State and Commonweal th | egislation. The State |egislation
will generally apply to public hospitals. The Conmonweal t h
legislation will apply to private practice and also to
private hospitals. What you are seeing here isn’t a subset
of notifications fromall of the health providers.

Surprisingly enough, Health is only third worst, but we’ll
have a bit of a |look at that.

Movi ng on to next year. Thursday 22, February, is there any
reason it’s Thursday?

MR ANNAN BOAG That’s a very good question; not one that
I’ve turned my mind to. 1 don’t think there is.

DR JULIAN WALTER | think the anniversary of when the
| egi sl ati on passed, 1 suspect that’s the reason; that or as
a Hitchhiker’s Guide to the Galaxy fan, *“it nust be
Thur sday™.

MR ANNAN BOAG 22 February is a very big day; I think 1t’s
probably the first day that 1°’m going to see a notifiable
data breach for the first tinme based on how many we m ght
get. It’s probably the first day that one will happen.

22 February is when the schene cones into force. Any breach
that occurs on or after 22 February needs to be notified.
So, 1t’s not about when you find out, it’s about when the
breach occurred and that’s the day when this all comes into
ef fect. Start thinking about these issues now, if you
haven’t already.

DR JULI AN WALTER. Wy is Health inportant?

MR ANNAN BOAG W identified a few different sectors that
we’re trying to focus on to get nessages out about the schene
to help people understand that it’s coming into force and
what they need to do, and Health is one of those sectors.
There are a few reasons for that.

One is the sensitivity of the information that healthcare
providers obviously hold; it doesn’t get much more sensitive
than people”s medical records.

A second issue is that the schenme generally applies to
busi nesses that have a turnover of nore than $3 mllion but
in the Health sector, all businesses, iIf they’re one person,
two people or a private hospital, are covered. There are a
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| ot of people who mi ght have obligations under this schene,
so we’ve got to think about how we can reach them.

One point that you made to nme when we were speaking about
this earlier, was that the nature of medicine is that there’s
personal information being frequently shared bet ween peopl e,
so that may al so increase the chance of a breach occurring.

DR JULIAN WALTER Walid, in your practice, what sort of
i nformati on resources do you put into privacy?

DR WALID JAMVAL: Right now, as much as | need to and by
February it will be a lot more. From a practice owner’s
perspective, definitely we have already started telling
people 1i1t’s time, the time has come - 1it’s already a
requi renment obviously with the Privacy Act, but in terms of
the IT security and the practices” policies, procedures and
protocols around it, the tinme has conme to spend noney on it,
certainly to turn your mind to it to make it nore than just
a tick box in the accreditation process in general practice
and | can only speak in general practice.

At the nonent, it is an accreditation process that we go
through and many bits of it are nothing but a tick box
exercise. But the tinme has conme where it is going to matter,
it is going toreally matter fromthe privacy | aw respect.

DR JULI AN WALTER Alison, we’ve spent the last many years
educating doctors and practices that they needed to have a
privacy policy, 1 think we’ve probably got that message
t hrough now to nost of the doctors, but the new nessage that
we’re having to communicate is the data breach response pl an.
Are you advi sing anyone about data breach response pl ans at
all?

M5 ALISON CHOY FLANNI GAN: Yes, absolutely. I1’ve been
advi sing our clients to ensure that they’ve got a data breach
response plan in place, because now’s the time to plan it,
so that if there is a data breach, then they know what to do
before the legislation starts, and start to train their
staff.

In addition, I’ve been advising clients to review their
contracts with contractors, particularly IT contractors who
m ght hold information on behalf of their organisation, as
an agent of the organisation, so that if you’re renewing the
contracts for contractors, that there is an appropriate data
breach notification clause in that contract. It’s all in
preparation.
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DR JULI AN WALTER Do the privacy policies need updating?

M5 ALI SON CHOY FLANNI GAN: | think they should be updated to
be conpliant with the law. Certainly, it depends on whet her
you update them now and go through a voluntary schenme now or
whet her you update them and get them ready for when the
| egislation starts, but certainly the expectation is that
you should always keep your privacy policy up to date in
accordance with the | egislation.

DR JULI AN WALTER: It’s worth noting, as the slide says, 1t’s
not mandatory to have a data breach response plan, so this
Is basically the plan that says who does what, who rings
who, what are you going to do if you have one, who’s your IT
person, who are you going to contact, what are you going to
do with your systems? It’s fantastic to have it ready but
It’s not a mandatory requirement. 1It’s obviously going to
be very useful if you have a problem Annan, do you have
anything to say?

MR ANNAN BOAG | °d say that any tine is a good tine to revi ew
your privacy practices and check whet her you have an updated
conpl i ance privacy policy. W did an assessnent of 40
different GP practices a few years back. CQut of the 40, |
think 36 were able to produce a docunent which was called a
Privacy Policy on request. \Wether they existed before we
made the request is another question for you, but we took
that at face val ue.

O those 36, 20 referred to the Australian Privacy
Principles, the rest referred to either the National Privacy
Principles or some other legislation or didn”’t talk about
the legislation at all

When we | ooked through the requirenments of APPl, there is a
list of things that need to be included in a privacy policy.
| think four policies had all of the requirenents.

When you are getting ready for the schene, one thing to do
woul d be to check you have a privacy policy and that it tal ks
about the APPs and that it neets the requirenents that are
set out in the Act.

DR WALI D JAMVAL: It is interesting you are saying that about
general practices. That captures probably what’s happening
out there now, iIn that we’ve had for years part of the
accreditation process, the fact you need to have a privacy
policy but the accreditors actually don’t check that the
policy conplies with the Australian Privacy Principles, so
no one actually sits down and reads it line by line.

This transcript is the joint property of Pacific Solutions Pty Ltd trading as Pacific Transcription,
and the authorised party responsible for payment and may not be copied or used by any other party
wi t hout aut horisati on.



Medi coLegal Soci ety _200917_edi t ed-fi nal
Page 8 of 31

| think this is another nessage that we really need to get
out there, as I’ve said before, the time has cone but in
every medical business, not just general practice, |IT,
privacy and security around the IT Is now everyone’s business
in ternms of everyone in the business.

DR JULIAN WALTER Particularly with the exposure on 22
February next year when your privacy breaches are going to
cone to the attention of the Ofice of the Australian
I nformati on Conmi ssioner, so there may be a little bit nore
scope to | ook at what has been prepared as a privacy policy
and sim |l ar docunents.

| thought we mght start with the scenario now. Walid’s
working in his practice, he turns up early this Thursday
nor ni ng, 22 February next year and he goes to log on to his
computer and it looks like this. We’re going to simplify
the scenario sonewhat, so | appreciate there will be sone
conplexities and I T i ssues that may not refl ect what actually
happens just to make the discussions a bit sinpler tonight.

Walid finds that he’s got this message on all of his
conputers, his phone, his smart watch and basically what it
Is saying is that his practice files have been encrypted by
an external third party, so, a hacker. That third party wl|l
decrypt themfor noney, so bitcoin in this case, $300 worth,
probably US dollars in this particular scenario. If he
doesn’t pay that money, he’s got three days and the anpunt
will go up. Then 1f he doesn’t pay the raised amount, what
wi |l happen on 28 February is that his entire file system
wi |l be del eted.

In this circunstance, and probably realistically, the
hackers haven”’t got access to the actual content of his
servers, they’ve just got access to the files which they

have | ocked out. So, the data that he has on his database
Is still encrypted using his own protection that woul d have
been built in by the software provider. He still has his

passwords for all of his staff to |ogin.

The hackers can’t actually at the moment get access to the
patient records, but they can certainly cause inconveni ence
to Walid. Tell me Walid, what i1s your day like when you’ve
just turned up and found that this has happened.

DR WALID JAMVAL: | did wite down a few four-letter words,
but | crossed those out and cane out with a five letter word
and that’s “awful” - and a few other words. This is,
certainly from a GP’s perspective, as a practice owner or a
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practitioner, a nightmare. 1t’s a nightmare irrespective of
whose files got stolen or | ooked into or not.

The business is at a standstill. If you think we can stil
see patients and we’ll function, 1”11 tell a story of a time
when ny actual server did go down, not to this, it just
crashed, and one of my registrars said, “Oh my Lord, we need
to go home, I can’t see patients”. | said, “Yes you can” -
make up her nanme - Emly. “We don’t know what’s happening
but we’ll try and get it fixed.”

She said, “But how do I write a prescription?”. | said “Pen,
paper”. She went, “lI don’t even know my prescriber number.
How do I do that?” | said, “Use my script pad.” *“I don’t
have a script pad.” *“Use my script pad, you cross out my
name and just write yours.”

That’s the sort of dependency that we have obviously to
conputers and general practice nore so than any other parts
of the profession. We’ve been computerised for many, many
years.

This can and will bring the business of our practice to an
al nost standstill.

DR JULI AN WALTER: Presumably you can’t book new patients in,
because that’s electronic, you can’t contact patients
because that’s electronic, you can’t store records, because
that’s electronic.

DR WALID JAMVAL: Qur entire data base links into an online
appoi nt nent system the phones would run hot. W don't know
who’s coming, who’s going, pathology results, x-ray results,
you nane it, everything depends on that, both the conputer
system and the internet actually.

DR JULI AN WALTER: Thi s WannaCry virus or hacki ng tool that’s
been used is real, it was used in a whole |ot of breaches
earlier this year and it has brought various health practices
and ot her businesses to their knees around the world, so, it
is a very real event.

MR ANNAN BOAG Probably given the scale of this particular
attack, there’d be some people In this room who would have
seen this screen on a device that they owned. In the first
24 hours that this virus was travelling around the world, it
i nfected 240,000 different systens. |t was nassive.

These kinds of attacks are on the increase. They are a
privacy issue because they involve the unauthorised
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nodi fication of data, but fortunately, this attack and a | ot
like 1t, aren’t a data breach notification issue, because
al though the information has been nade inaccessible, the
attacker hasn’t downloaded it. They haven’t got it themselves
and there isn’t a risk that they’ll publish it, but something
that is scary is that sone attackers mght realise that
that’s something that businesses will want to avoid and wi ||
be willing to pay a | ot of nobney to avoid.

Maybe we” 1l start seeing attacks that do threaten to disclose
data as well as just encrypt it.

DR JULI AN VALTER: In this scenario Walid is prepared, he has
a data breach notification plan, he pulls it out and the
first thing he has is “Get out the Nokia phone”. The Nokia
phone i1s going to work, 1t hasn’t been hacked and now he can
start ringing sone people. Luckily, he has on his piece of
paper the nunber of a couple of people. Who are you going
to call, walid?

DR WALI D JAMMAL: You, Julian. Actually, Alison, that’s who
I’m going to call, call my lawyer, call my IT guy, call my
bank and make sure they’ve cleared money for cash payments
as soon as possi bl e.

DR JULI AN WALTER And your practice manager.
DR WALI D JAMVAL: She’s already there because | married her.

DR JULI AN WALTER: The fact that you have had an i ncursion at
your practice, is this a breach of the Australian Privacy
Principles, Aison?

M5 ALI SON CHOY FLANNI GAN: There’s an obligation under the
Australian Privacy Principles to use reasonable nmeasures to
ensure that data Is secure. It’s not automatically a breach
of the Australian Privacy Principles. You need to |ook at
what Walid’s done iIn terms of the security of the systems
and the report on Pound Road Medi cal Centre actually provides
some good indication of how high a standard the Comm ssion
requires, in terns of security, obviously nore than putting
t hree padl ocks on a shed.

But certainly, i1f he’s put in reasonable security measures,
then just because someone has hacked into his system doesn’t
nmean that it is a breach of the Australian Privacy
Principles, but then going forward, once that’s happened and
this |l egislation comences, thenit will very much depend on
how he responds to that.
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DR JULI AN WALTER: 1t”’s worth noting, just for those people
who are sitting there terrified by what has happened, the
ot her places that you can contact - and 1 won”t go Into any
detail about this - but there is the Australian Cyber Crine
Online Reporting Network. They, reassuringly say on their
website, that if you contact them, they won’t contact you
back.

There is also the Australian Signals Directorate, which
provi des sone useful guidelines in ternms of things you can
do to mnimse the risk. They have these top four techni ques
that will reduce 85 per cent of the adversary techniques
used in targeted cyber intrusions.

That’s a lecture for another day but if people want to go to
those sites and have a | ook, they can.

In this particular matter, we know there’s been an IT breach
of the systens. In responding to this, the QA C suggests
that we work through a nunber of steps - our response to the
i ntrusion.

The first thing is, obviously contain it; that”’s going to be
an I T issue, your IT guy is going to disconnect our network
from the outside world I presume and then they’re going to
do IT magic to it, and you’re going to sit down and work out
what’s happened.

Walid’s already given us a bit of an idea. The IT person is
able to tell us that it appears that the files thensel ves
have not been accessed or are accessible, but the files and
system can’t be used.

In terms of the risks associated with the breach, again we’ve
addressed that. In this case 1i1t’s probably more of a
busi ness risk rather than a privacy breach per se.

I guess the question i1s, while you’re getting all of this
i nformati on, what sort of notification are you going to put
up? Initially, Walid, what are you going to do? Your
practice isn’t working.

DR WALID JAMVAL: Put up signs, tell people we’ve got a
conputer problem a big one and try and get our head around
the danage caused both to the network and also trying to
assess the privacy of the data base.

DR JULI AN WALTER: Wul d there be an expectation that the
practice had to go into any detail at this stage, or is
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putting up a notice saying “There was a conputer outage,
sorry, the practice isn’t working today”, reasonable?

MR ANNAN BOAG If this was a breach that had to be notified
under the schenme next year, there would be sone extra things
that you needed to say, which we’ll probably get to later
on.

DR JULI AN WALTER This is early on though.

MR ANNAN BOAG It’s not something that we would regulate,
that relationship you have with the customer, i1t’s common
sense. Wat do you think that they’ll want to know and what
do you want to tell them. There’s no particular requirement
as part of the Privacy Act, of what you tell people at that
st age.

DR JULI AN WALTER In this case, obviously thinking about
preventing future breaches wll occur in time, and again,
iIt’s going to be mainly IT related information. For this
first matter, for every medical practitioner who owns a
practice 1t’s their worst nightmare in terms of an event.
Is ultimately notification required? | think we’ve got the
answer to that - the answer is probably “no” in this very
simple scenario, although 1t’s obviously going to depend a
ot on the circunstances of the hack. Any thoughts about
that? 1Is there agreement, we’re not going to notify this?

M5 ALI SON CHOY FLANNI GAN: Because this scenario has the
assunption that the actual data has renained intact and
hasn”’t been disclosed, but in real life what we would do,
the first thing we would do is ask your IT people and if
they can’t answer 1it, ask an |IT expert whether this
particular virus has the capability of accessing your data,
and if it does, then you go through the next step. If the
data 1s iIntact, then arguably i1t’s not a notifiable breach.

DR JULI AN WALTER: Which cane as a bit of a surprise to ne,
but having worked through it all, it nmakes sense.

The other thought that crossed ny nind, Walid, the $300,
woul d you pay to have your system decrypted?

DR WALI D JAMVAL: Yes. Does that answer your question?
DR JULI AN WALTER Any thoughts fromthe QAlC?

MR ANNAN BOAG There are not great figures out there about
this, but there is research that’s been done by a few
di fferent security vendors who put out a range of different
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figures, and 1’ve seen anything from around 30 per cent to
60 per cent of people who are affected by attacks like this
pay, which surprised me; that’s higher than I would have
expect ed.

It’s generally advisable, as the privacy regulator, 1 would
say you should not pay because if you pay, what you’re
signalling to this person who has attacked you and
compromised you, that you’re willing to pay if they do it to
you again, and also the fact that there are a | ot of people
out there who are willing to pay, means that there’s a market
for this sort of thing to happen.

If we all stop paying, it would stop, but | appreciate the
reality that you’re in, it’s a tough decision to make.

DR JULI AN WALTER There i1s some work that’s been done by 1BM
on this. This cane out |ast year. Firstly, they noted that
spam emails wth mlware were very, very common, SO0 an
increase of 6,000 per cent in 2016 and I guess that’s because
hackers have found a busi ness nodel .

In terms of what happens when that information is hacked, so
they’ve noted 1t’s 1incredibly lucrative and that -cyber
criminals in the 2016 year were on track to make nearly $1
billion out of this - so, incredibly lucrative.

More inportantly, they also |ooked at who would pay and
perhaps unsurprisingly, businesses were nore prepared to
pay, so 70 per cent of executives who were a victimof a
ransomvar e attack woul d be prepared to pay. Cbviously, cost
is a big issue. For consuners, it would be 50 per cent or
so, although those who had phot os hacked were nore likely to

pay.
DR WALI D JAMMAL: It depends on the photos.

DR JULI AN WALTER | ndeed, because you could have already
been scarred by the Ashley Mudi son hack. The other issue
was price and again, it’s not really relevant to us tonight
but there’s obviously a cost at which i1t becomes something
that you’re not going to pay even 1If you were contenpl ati ng
it.

A lot of these hacks are for very | ow anounts of noney, which

is why they were successful.

There was 50 per cent of those executives that had been
hacked pai d over $10,000 and 20 per cent paid over $40, 000.
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That gives you sone idea of the cost to disruption of
busi ness that the hackers are playing wth.

M5 ALI SON CHOY FLANNI GAN: Can | add sonet hi ng?
DR JULI AN WALTER: Yes, of course.

M5 ALI SON CHOY FLANNIGAN: | recently presented at our own
semnar and | presented with a cyber security expert, so |
thought 1°d just share some of his tips, which come from the
government website that you referred to in terns of trying
to secure your IT, which |I thought would be useful for you
to know.

The nunber one tip he told me was to nake sure that you are
up to date with your software. Quite often you have software
and they come wth patches and updates. The software
conpani es keep an eye on what viruses cone out. Make sure
your | T departnent, as soon as that update or patch cones
out, they put it on and don’t delay.

The conpani es that were affected by that big breach were the
ones that weren’t up to date with patches; so that’s a big
t hi ng.

The other thing is also nmaking sure that you have policies
and procedures, a lot of i1t’s to do with human error, so
pol i cies and procedures about telling your staff not to open
suspect attachments and that’s what you just talked about.
It”’s about ensuring that 1f you’re not sure about 1t, don’t
open it. Those are sone of the useful tips that | |earnt
fromthat cyber security expert.

DR JULI AN WALTER: W thought we mght nove it to a nore
di scl osabl e breach. Now the practice manager has taken the
backup hard drive honme and although the system is well
encrypted, the backup hard drive is not. The data base is
not encrypted and there are records on there, for exanple,
emai | s that m ght contain docunents that are easy to access.

The hard drive is sitting in the back of the car and she
comes back from wherever she’s gone, the car’s been broken
into and the hard drive is gone. On that hard drive, there’s
potentially up to 20,000 records.

Now we’ve got a slightly different scenario, where we don’t
know where the hard drive has gone. It probably isn’t
targeted, in the sense that iIt’s not an attempt to sabotage
the practice data and it may very well be that the hard drive
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IS just going to be wiped and sold, but we’re not entirely
certain of where it mght end up.

The way we work through this in terns of assessnent is going
to be a little bit different. Alison, we contact you for
advi ce, what are you going to say about this breach?

M5 ALI SON CHOY FLANNI GAN: The first thing we do is we refer
to the |l egislation and the section has two conponents. There
must be an wunauthorised access to or an unauthorised
di scl osure of the information - clearly that has occurred.

The second thing is a reasonabl e person woul d concl ude t hat
t he access or disclosure would be likely toresult in serious
harm to any of the individuals to whom the information
rel ates.

Although 1t’s a current guideline, they will review it when
the legislation comences, the Ofice of the Australian
I nf or mati on Comm ssi oner has published a useful guide - Data
Breach Notification GQuide - A Quide to Handling Persona
Information Security Breaches. | do comrend that to you.

Clearly, there has been a |l oss of infornmation and because of
the sensitivity of the information, In my view it’s got a
medi umto high chance that it would be sonething that would
cause, because i1t’s got medical records on i1t, serious harm
to any of the individuals involved.

You would start doing an investigation. The | egislation
does tal k about certain things that you woul d | ook at to see
if there is an eligible data breach. For exanple, who has
access to the information, the nature of the information

whether 1t’s been encrypted, etcetera. |If i1t hasn’t been
encrypted, as you said, then you’d be seriously considering
that that particular scenario is an eligible data breach.

DR JULI AN WALTER: In this case it may well be a mx of both
heal t h information and patient’s private information - their
date of birth, their nane, their address and potentially
al so financial information, their credit card details, other
data, so Medi care card nunbers, although you seemto be able
to get themoff the Dark Wb anyway t hese days with not nuch
troubl e.

In this case you’ve got quite a serious issue. |If we are
going to nmake sone sort of notification to the patients,
given that there are an awful |ot of patients, what are we
goi ng to do?
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M5 ALI SON CHOY FLANNI GAN: Is that a question to ne?

DR JULI AN WALTER: Ei ther Alison or Annan. Alison, how would
you draft it? |If I’m ringing you and saying I need to tell
my patients that we’ve just had a breach. Are you going to
tell everybody strai ght away?

M5 ALI SON CHOY FLANNI GAN: | woul d do an assessnent of trying
to find out as much i nformati on as possi bl e, what i nformation
was on the device, find out who’s actually affected, find
out what potentially happened to the device. Do the sort of
i nvestigation that you would normally do and then fromthat
I would draft a potential notification and in doing the
notification be very careful that you don’t breach other
people’s privacy.

There are certain things that the legislation does require
quite a quick review of. You have to review within 30 days
and assess all the things that are in the |egislation. I
think the Red Cross handled - | don't know whet her you agree
with me - it quite well in ternms of doing a notification to-

DR JULI AN WALTER We”ll come to that in just a minute; 1’°ve
got sonme quotes fromthem

M5 ALI SON CHOY FLANNI GAN: Certainly, you can say, we’ve had
a data breach 1issue. IT you’ve got any concerns please
contact us. Here’s the contact name. You notify them in the
form that you normally communicate with them so, if you
communi cate with patients via email, what | wusually do,
encourage clients fromday 1 to put in a procedure where you
make sure that the breach is not going to occur again.

This 1s the one that’s left In a car isn’t it, but certainly
if there was a systemissue, you would be naking sure that
you secure the information as soon as possible, you put in
policies and procedures to ensure it doesn’t occur again.

There are certain comruni cations that you can nmake to nake
the public feel confortable that even though the data breach
occurred, that procedures have been put in place to make
sure it doesn’t occur again.

DR JULI AN WALTER Can you apol ogi se?
M5 ALI SON CHOY FLANNI GAN:. Absol utely.

DR JULI AN WALTER: We’re probably going to have an apol ogy,
we are going to talk about the data that was |ost. What
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about telling the patients that the OAIC is involved, Annan,
is that required? It may not, of course, occur at this point
in timne.

MR ANNAN BOAG It’s not required. It can be a helpful thing
to say but in alot of breach notifications that I see where
iIt’s also been reported to our office, that’s generally
something that people would tell the individuals who’ve been
af f ect ed.

Can | just step back with this scenario to one of the points
that Alison nade, which was that at the start of this process
before junping in to notify, you should be doing an
assessnment about what the situation is, because to nme this
is not a black and white absolutely we nmust notify case.

One of the objectives of the way that the |egislation was
witten was to not cause over-notification, so people getting
notifications every day, every week don’t pay any attention
to them W only want people to be notified of breaches
where there’s a likely risk of serious harm.

The |l egislation sets out a whole bunch of factors that you
need to think about when you’re deciding whether there’s a
likely risk of serious harm the type of information that is
involved, it’s sensitivity, whether 1it’s protected,
encrypted or not, and in this case a lot of the factors woul d
seem to point towards notification, but ultimtely the
question is whether it’s likely that any of these 20,000
patients wll suffer harm

If, in your investigation you can determ ne that the reason
this was stolen was to wi pe and sell the device, if you get
advice from the police that that’s almost certainly what
occurred, then quite possibly i1t wouldn”’t be a breach that
you’d need to notify.

1’d say don’t rush right in and tell the 20,000 people and
the OAIC, you’ve got at least a few days to try to figure
exactly what’s happened here and evaluate whether there’s a
serious risk to the people and whether notification should
occur.

I feel like I1°ve gone off on a bit of a tangent and not
actual |y answered your question.

DR JULI AN WALTER: No, that’s very appropriate, that’s very
rel evant.
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M5 ALI SON CHOY FLANNI GAN: The difficulty for us is that the
legislation hasn’t commenced and it’s not until you get the
cases that you’ll have more guidance as to what to notify
and what not to notify.

DR JULIAN WALTER. And it will be very interesting to see
whet her what we think tonight is actually what occurs in the
real world after February 22 next year

MR ANNAN BOAG When you are sitting on the fence, renenber
that the vast majority of people in the community think that
t hey should be notified if their information is conproni sed,
regardless of this legal change of whether there’s a likely
ri sk of serious harmor not.

You may go ahead even i1f you think that there’s not an
absol ute obligation to notify.

DR JULI AN WALTER: |Is there any plan fromthe QAIC in terns
of what view they take towards these notifications earlier
on, i.e. are we planning to be in an educating node or if
there are accidental breaches, i1s 1t likely 1t’s punitive?
Do we have any sense of that?

MR ANNAN BOAG Qur focus at first wll absolutely be on
educati ng and on assisting people to conply with the schene.
If we cone across occasions where we think people have
wilfully avoi ded obligations under it, then that will be a
different matter.

But the objective at first would be to hel p people conme into
conpliance. If you did, in this scenario, decide that there
wasn’t a likely risk of harm, 1°d suggest you should really
have a solid basis for that conclusion and wite down what
it was, so that if we are asking you down the track what
that reason was, you could answer it in a sensible way.

M5 ALI SON CHOY FLANNI GAN: When are we getting the updated
gui del i nes?

MR ANNAN BOAG As soon as possible. W put out sone draft
resources on our website. You can get to all of them at
oai c.gov.au/ndb - for notifiable data breach.

One of the docunments i s about identifying a notifiable breach
and it wal ks through the process of decidi ng whet her a breach
is in or outside the scope of the schene.

DR JULI AN WVALTER: There’ll be a link to that from the slides
here if anyone gets access to them

This transcript is the joint property of Pacific Solutions Pty Ltd trading as Pacific Transcription,
and the authorised party responsible for payment and may not be copied or used by any other party
wi t hout aut horisati on.



Medi coLegal Soci ety _200917_edi t ed-fi nal
Page 19 of 31

MR ANNAN BOAG Before the end of this year is the goal

DR JULI AN WALTER: The other information there nmay be about
what you’re going to do about simlar breaches in the future
and 1 guess that’s preventing the harm to other people.
Simlar to nedical adverse events, where patients want to
know even 1f you can’t fix the problem that they have, that
the same problemis not going to happen to sonmeone el se; so,
a useful step.

Also, 1 think i1t’s worthwhile making sure that you have some
sort of consistent nessage at your practice, soneone for
themto contact if they want to get nore information. That
person is certainly going to be busy with a breach of this
magnitude if you’re notifying everybody.

DR WALID JAMMAL: 1°m going to suggest it’s the practice
manager who | ost the drive.

In preparing for this talk, on the Sunday night | had the
pl easure - because | had nothing better to do than witing
up a policy on passwords, disc handling, chain of custody
for my receptionists who take hone ny entire data base every
ni ght as a backup. They enuiled nme back sayi ng yes, agreed,
signed and that’s what we’re going to do.

DR JULI AN WALTER: The other thing is that if you have any
recommendati ons for patients about what they need to do or
what they need to watch out for, again, that’s information
that you can include in this notification to the patients
that”s been made.

In terms of notifying the Ofice of the Australian
I nformati on Commi ssi oner, Annan, can you give us an idea of
how qui ckly we do this? |Is there a tinefrane that you want
this information in?

MR ANNAN BOAG At the point that you’ve decided that the
breach is one that you have to notify about, then you need
to notify both us, the OAIC, and the individuals who are
affected as soon as practicable. 1 can’t tell you how many
days that is, but the task of notifying us, it should be
very quick. We’re going to put up an online formthat you
can fill out to tell us.

If you need to contact a |arge nunber of people through a
vari ety of different mechani sns, that is sonething that m ght
happen over the course of a few days rather than i medi ately,
but it should be done as soon as you can.
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DR JULI AN WALTER: As the gui del i nes suggest, the information
you are going to include on this notification, keeping in
mind you’re probably getting some assistance with this
anyway, but who your organisation is, because obviously the
OAIC doesn’t know who you are, a description of what
happened, what sort of information was involved, which
obviously relevant to tonight is going to be health
i nformati on nostly, and recomrendati ons that you provided to
t he persons whose data has been breached. 1s there anything
el se you want ?

MR ANNAN BOAG That’s the minimum information that you need
to provide to individuals and to the OAIC. We’re going to
be putting out a bit of a guide about sonme additional
information that we”’d like to receive voluntarily so that we
can understand the breach and whether there’s anything that
we need to do in response to it.

In terns of the notifications to the individuals, | really
say that you should just treat that as a m ni mumrequirenent
for what should go in that notification. If you | ook at

organi sations that did really good breach notifications, the
Red Cross i1s one of those that we’ll be talking about soon,
you’ll see, 1If you go to the website that they set up to do
their notification process- | work in conplaints handling
and 1°ve seen so many disputes fall down when there’s an
agreenent that a matter wll be resolved on the basis of an
apology and then the apology says, “lI refer to our
di scussion, as agreed, | undertake to offer you ny sincere
regret that this incident occurred.”

There are very bad apol ogi es out there, but the Red Cross,
they gave a great one in their notification, so | think that
shoul d be part of the notification, you should try to speak
to your patients or to your custoners in the voice that you
want themto hear you in.

DR JULI AN WVALTER I think we’ve got an example up there. 1
don't know whether this is a spoken apol ogy by the head of
the Red Cross or whether that’s actually what they sent out,
but 1t’s very heartfelt. “We are extrenely sorry, we are
deeply disappointed to have put our donors in this position™.

Wiy the Red Cross information mattered particularly, so it
wasn’t necessarily that they revealed your ABO blood group,
but one of the questions the Red Cross asks if you’re going
to donate i s whet her you have engaged i n any hi gh ri sk sexual
activity recently. So, that information was contained in
the breach. I don't know whether there was other
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particularly sensitive information, but that al one would be
enough potentially to allow people to be blackmailed, and
I ncredi bly sensitive.

| understand in the Red Cross breach that the notification
cane from soneone who discovered it and the information
potentially wasn’t spread very wide at the time.

MR ANNAN BOAG. That’s the case, they contained the breach
They were fortunate enough that the person who discovered
that the information was online was a bit of a good Samaritan
and decided to do the right thing and report it to them

| think in the imediate days followng the breach there
wer e real questions about how nany peopl e m ght have accessed
it and who m ght have seen it. Nonet hel ess, they quickly
determned that it had been accessed a very |ow nunber of
times and they tracked back to who the accesses were by and
identified that it was a discrete set of people who they
coul d check had destroyed the information and not discl osed
it further.

But nonet hel ess, they still went ahead with this notification
process.

DR JULI AN WALTER: Here there are sonme techni gues which you
can pick up; they had nessages sent out to their clients by
SM5, it contained sinple information but also gave them a
site to go to for nore infornmation. | don't know whet her
the original site changed as tine has gone on, it probably
has. Currently that’s an excerpt from what is available
online at that site if you look at it now, but | presune
that they gave running updates during the matter.

MR ANNAN BOAG Part of what they did so well as a breach
response was keeping people really informed about everything
they were doing and all the information that they had about
the breach, as they went through the process. W got very
few conpl aints about this incident, considering how many
people were affected, we received less than a dozen
I ndi vi dual conplaints frompeople in the conmunity who were
unhappy with the disclosure infornmation.

I’d say i1f you’re going to look at an example of an
organisation’s very good breach response, look at the Blood
Servi ce.

DR JULI AN WALTER: And they got the gold star as well in terns
of the summary of the event, the Conm ssioner sang great

This transcript is the joint property of Pacific Solutions Pty Ltd trading as Pacific Transcription,
and the authorised party responsible for payment and may not be copied or used by any other party
wi t hout aut horisati on.



Medi coLegal Soci ety _200917_edi t ed-fi nal
Page 22 of 31

prai se of the way it was handl ed. Again, these are excerpts
fromit. “lIt was very reassuring to see what they did”.

One of the issues is even if there is a breach, what we cal
an eligible data breach, it nmay be that you can do things
about that breach that nean that the risk is renoved or at
least reduced to a point where it doesn’t need to be notified
anynor e.

W thought we mght work through sone scenarios of sinple
br eaches. These are email breaches where information has
gone to the wong place, and probably in the real world these
are far more common, they happen every day. 1’m sure most
of you who’ve used email have done this on occasion.

One of the questions that canme in was about the use of email
and | just thought rather than spending a lot of time on
this, 1°d put up a couple of points.

The RACGP tal ks about the fact that you should be aware of

the fact that all communication nethods are inherently
unsecure and email is also insecure. You should be nmaking
sure, if you are sending information by email, particularly

health information, that the people you are sending it to
appreciate that, particularly patients.

It’s not prohibited per se. We certainly see with AHPRA
sending us material, they encrypt patient records now,
per haps not sone of the other surroundi ng docunents. They
didn’t always used to do that, but that’s a more recent
devel opnent and the QAIC al so has - and I won”t go into this
in great detail - some advice on enmamil security and other
things that you should at |east consider, whether you can
i nprove the security of the communication. D d you want to
say anything or are you happy?

MR ANNAN BOAG | think that covered it off. Email is not,
you shouldn’t consider it to be a secure comrunication but
by the same token, 1 don’t think 1t’s a whole lot less secure
t han sendi ng sonet hi ng by post.

We don't think that just because you send sonething by email
It’s a breach of the Privacy Act, but encryption is something
you shoul d consider, when sending, certainly |arge volunes
of sensitive information.

DR JULI AN WALTER: The other issue which again we had sone
questions about, and I won”t go into it in great detail
toni ght, but is sending naterial overseas. The Privacy Act
does deal with that.
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It’s beyond the scope of what we’re talking about tonight,
but there are requirements. |If you’re sending data across
a border in terns of what you need to do to nmake sure that
that is handl ed appropriately and again, if you need to find
out sone information about that, either speak to your NMDO or
| ook it up online; the information is there, but we would
run out of tinme to cover that tonight.

In this circunstance, our patient is a 15-year-old girl.
She’s come to the practice. She has had a consultation about
synpt ons whi ch suggest she has an STD. She has testing done
and she says to the practice “Look, 1 want my results sent
back to me by email”. So, that’s what occurs.

The first issue, again is a question that we were asked
what is the situation with this 15-year-old girl in terns of
access to her records, can she control thenf?

There are some guidelines out there that discuss this.
Again, it’s a topic iIn itself, but the OAIC guidelines talk

about the fact that with an under 18-year-old it will be a
case by case basis, but there’s a general presumption that,
obviously it would still be assessed on a case by case basi s,

t hat someone aged 15 or over has the capacity to consent to
what happens to their records.

That would fit in with what we consider as GIllick
competency. In other words, a person’s ability to consent
to their healthcare goes hand in hand with their ability to
control what happens to their records. That must be the
case, otherw se their parents could potentially just ask for
the records after the consultation.

Agai n, the general rule here, that an individual under 15 is
presunmed not to have capacity, again, on a case by case
basi s.

You can see that this is not entirely consistent across
governnment services, again, It’s case by case, It doesn’t
really matter. M Health Record presunes that fromwhen you
turn 14 you’ve got capacity to make decisions about your My
Heal t h Record and wi th Medicare, you can get a Medicare card
fromthe tine you turn 15.

But it gives us sone idea; this 15-year-old girl, she is
Gllick competent, she does have the ability to control where
her records go. She has requested for this information to
come back to her by email and that’s where the mistakes
occur.
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Wal i d, do you get many patients wanting i nformati on by email ?

DR WALI D JAMVAL: Increasingly so, absolutely, it’s the way
of the world. In fact, what | see it as is part of the
service that we provide.

In this particular circumstance, clearly, we’re not going to
rush in and just send it w thout specific patient consent
and specific patient request. Wth this STD result being
the result that i1t 1s, 1°d probably want to talk to the young
girl first, have a discussion with her and if she really
wants the result to be transmtted by email, then that’s
what we’re going to do.

We”ve got a process in place to make sure that we send i1t to
the right person, that we identify her, we send it to the
right person. There are many different processes out there.
We’ve got what 1 call a practice protocol, and | use the
word “protocol” because every staff member has to follow it
step by step by step - there are no shortcuts.

DR JULIAN WALTER: In this case, the protocol is about to
breakdown for reasons unknown. In the first instance, the
emai|l gets sent to another GP, this is not a GP treating
this patient, it’s a random GP that’s somehow got a similar
nanme to your patient. Howare we going to work through this?
Annan, do you want to give us an idea?

MR ANNAN BOAG When we’re looking at whether a breach is a
notifiable one, we’d say that it’s really a three-step
process, there are three things you should think about.
Firstly, has there been a data breach, has there been
unaut hori sed access or disclosure of personal infornmation?
Secondly, is there likely to be serious harmto the person
whose information is involved? Thirdly, can you do sonet hi ng
to reduce that harm such that it no | onger exists?

This is a case which illustrates the inportance of really
under standing the breach and trying to respond to it very
qui ckly, because | think you can probably do sonething here
to minimise the harm to the person involved. You’ve disclosed
it to a GP, they’re in your inbox already, you probably know
themand have a relationship with them so | suspect you can
probably get on the phone to thempretty quickly, explain to
themthe situation and get themto destroy the email.

I think it would probably be a reasonabl e assunption for you
to make that that person would do so, knowi ng that they have
their own professional obligations, because you have this
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relationship with them 1 think it would be quite safe to
conclude that i1f they told you that they’d destroyed the
information, they in fact have. In that case, there wouldn’t
be a continuing risk of harmto this individual.

If you have any doubts about that, you may well want to
notify her and |l et her know this has occurred. |In fact, you
m ght just want to do it anyway, as a matter of courtesy. |
think the majority of people understand that emails soneti nes
go awmy and if you told them quickly that that had happened
and that you’d done something to fix 1t, i1t probably wouldn’t
be a huge problemfor you.

But if you were considering whether this is a notifiable
breach, 1°d say that if you take the right steps and renove
the risk, it’s probably not.

DR JULI AN WALTER: The data breach gets a bit nore conpl ex,
I f instead of sending it to another GP, you send it to the
not her but in this case, the nother sent the daughter in for
the consultation, so she knew what the daughter’s symptoms
were and there’s obviously a good relationship between mother
and daughter in this circunstance. Alison, howare you goi ng
to work through this?

M5 ALI SON CHOY FLANNI GAN: 1 think you’ve partially answered
the question, you would have to work as a teamwhether there
is an inplied consent by the daughter that the nother is to
know i nformati on about her records, and that can be done by
the conduct. So, clearly, if the nother cane into the
consultation with the daughter, that would be an indication
that the daughter has consented, inplied consent that the
not her can have that information.

You would have to assess that and then if there’s been
consent, obviously there’s been consent, so there’s been no
breach. But, you’d need to actually ascertain the
circunstances of the relationship between the nother and
daughter and whether you can say that the daughter has
consented to the nother having the infornmation.

DR JULI AN WALTER: Walid, in this natter what step are you
going to take first up after you’ve become aware of this.
All you know is that the email has gone to mum, you’re not
real ly sure whether num knows or not, so what are you going
to do?

DR WALI D JAMMAL: 1°m going to call the daughter.
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DR JULI AN WALTER. And have a di scussion. That di scussi on
goes well, although she’s somewhat upset that the wrong email
was pi cked, but you tal ked to her, mum al ready knows, and as
we’ve worked through, you’re probably not going to notify
this matter either because the harm has been m nimsed or
elimnated potentially.

DR WALI D JAMVAL: To ne as the practice owner, this represents
basically a break in that protocol, in that step of double
checki ng, at | east doubl e checking where the email is going.

Actual ly, this happened in not quite the sane circunstances
but it nearly happened, it was a near-mss in ny practice
yest er day.

DR JULI AN WALTER: As the breach gets worse and worse, this
time the email has gone to mum but she’s unaware of the
consultation, so, in this case the daughter really didn’t
want that information to go. Presumably the sanme step is
going to occur, we’re going to contact the daughter and see
what happens, but potentially she nakes a conpl ai nt about it
to the practice, so clearly, she’s unhappy about it.

She mght make a conplaint elsewhere, to the healthcare
conplaint body in your |ocal area or other places. Are we
going to notify this matter, do we think it likely? It’s
going to depend a lot on the circunstances, Annan, do you
think this is a notifiable matter?

MR ANNAN BOAG It’s tricky. There are a few complicating
factors here. It sort of sounds like in the scenario that
the breach m ght have conme to your attention because the
daughter has told you or she’s complained to you about it.

IT that’s the case, you mght ask what’s the point in
notifying her? However, if you do decide that there is a
risk of serious harmto her, then notification to the QAIC
will be required and you may also need to notify her of
anything in the notification statenent that she hasn’t
al ready been told about. It’s the sort of matter that you
coul d work through the steps in the legislation, | ook at the
resources that we’ve put out, any policies that you might
have about how to respond to a data breach and neke a cal

one way or the other about whether notification should occur.

DR JULIAN WALTER You’ve got time to work through those
issues | understand, i1t’s not a matter that you need to
deci de strai ght away. It mght be after a week or so the
daught er has beconme nore accepting of it or the practice has
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responded and apol ogi sed. Do you still have to notify if
you consider that you’ve addressed the issue?

MR ANNAN BOAG That’s a possibility, if the harm can be
remedied, if you can speak to the daughter and the nother
and sonehow resol ve this situation, then you may still choose
to notify the OAIC if the legislation applies but 1°m
probably not going to be very interested in it.

What are your thoughts on this one, Alison? Have you thought
about how the |egislation would apply in this case?

M5 ALI SON CHOY FLANNIGAN: | think it will really rely upon
the reaction of the daughter when you ring her is the answer,
and I agree with you that if she feels that she’s not suffered
harm, then you’ve remedied 1t and therefore i1t becomes not
noti fi abl e.

But if she is very upset about it, then she knows about it,
there’s a process to go through with the legislation.

DR WALID JAMVAL: In terns of the harm | think the key is
going to be the relationship between the doctor and the
daught er and the mother and the family. |1 think we can’t go
past that human relationship in terns of assessing the risk
of harm

DR JULI AN WVALTER: If we flip the scenario, so now the data
that is sent out is much |ess sensitive, so naybe the
daughter has just been in for a cold and she’s been told
she’s got a viral 1illness, she’s not been prescribed
antibiotics, she’s been sent on her way with Panadol and all
those things that we do these days.

The actual breach of iInformation that’s been sent to the
nother is not great, but in this case the daughter, for
what ever reason, is particularly sensitive to her
i nformati on being sent to the wong pl ace.

Can the mere fact that there’s been a breach cause harm or
isit always related to the actual privacy that is breached?

MR ANNAN BOAG It’s really dependent on the particular person
and the circunstances that sit around them Wether a breach
iIs notifiable or not is an objective test, i1t’s about what
a reasonabl e person woul d concl ude in your circunstance when
they’re looking at what’s happened, but if you’re aware that
this patient mght react in a very big way to what a | ot of
peopl e would consider to be a very mnor disclosure - and
I’m sure there are people who you work with who would react
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ina bigway over sonething that nost people would find quite
smal |

IT you’re aware that this particular individual’s
ci rcunst ances woul d cause themto suffer subjective serious
harm then yes, it is a breach. It is a risk of serious
harm to that person so you may need to notify, but if you
didn’t know that about this patient, 1f you think that
they’re not going to have a big reaction to this, then it
may well not be a notifiable breach.

Again, it’s one of those borderline cases. What would the
patient expect? Probably want to know that you’ve emailed
this information to her mother, whether 1t’s about her cold
or an STD, so 1°’d say you probably should tell her, but
whether 1i1t’s a notifiable breach will depend on her
particul ar circunstances.

DR JULI AN WALTER: Just to give sone idea in our final exanple
of some of the conplexities involved in trying to find out
what is going to occur. If you’ve sent the email to an
unknown third party, you don’t necessarily even know whether
they’re iIn Australia, but In this case, we’ll presume that
they are and you contact that third party and say this has
been sent in error. They say, yes, | will delete it.

What are we going to do in ternms of being sure that they
have? How do we satisfy ourselves? |Is there anything we
can do in deciding to report or not to report? How satisfied
do we have to be? Can we rely on what they’ve said to us?
Annan, any thoughts about that?

MR ANNAN BOAG This is very different to the situation where
you’ve disclosed to another doctor. If 1t’s a random email
address, you have no idea who this person is, you probably
can’t put much weight on what they’re telling you. 1°d
probably suggest in this scenario you should err on the side
of disclosure, 1f you’ve got no way of verifying where this
i nformati on has gone or who m ght have received it.

But, work through the steps in the legislation, ask your
advisors 1T you’re really struggling to come to a conclusion
one way or the other and nake a reasonable call

DR JULI AN WALTER: Does the QAI C have any power over the third
party iIf they’re in Australia?

MR ANNAN BOAG. We might if they’re a business with a turnover
of more than $3 million or if they’re a health service
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provider, but 1If 1It’s a random email address, then the odds
are that they’re probably not.

We do sonetines contact people who’ve received information
in the course of a data breach and request that they destroy
or delete it or not further dissemnate it and we do have
some success in getting those ki nds of undertaki ngs formally,
but whether we’ve got powers to take themto Court and make
them not disclose the information, well, in this scenario
you’ve got an email address, how do we even find the person?

I don”t think we’re going to be able to solve this problem
for you, nost I|ikely.

DR JULIAN WALTER That brings us to the end of the
presentati on.

MR ANNAN BOAG On a depressing note, sorry.

DR JULIAN WALTER: If there are any questions that anyone
has, you’re welcome to ask now or alternatively, you can
conme up to any of us that are staying afterwards and have a
tal k about these issues or other privacy issues.

There were certainly some other questions that we just didn’t
have the time to cover. 1°ve got some of my own questions
that we didn’t have time to cover either, which we”ll follow
up as well. Any questions for anyone before we close the
ni ght ?

QUESTI ON:  Thank you very much, very hel pful discussion. |
just wanted to clarify the issue about disclosure to the
20,000 patients, what would be reasonably required as part
of the disclosure, particularly given that sone of these
practices will be sole practitioners and will not have the
resources to contact individually 20,000 people?

Wuld it be sufficient in that situation to put a
notification on your website, or is there an expectation
that you are going to have to contact them i ndividually?

MR ANNAN BOAG There are three options in the legislation
for notification. The first and | think the default option,
is that you contact everyone directly. You can choose which
nmechani sm you want to use, but generally it should be a way
that you usually contact them

The second option is that you contact only those people who
are at risk of harm In this scenario, if you have sonme way
of grouping the people who are involved in a data breach
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into those who are likely to suffer serious harm say those
that have had their full nmedical file disclosed, versus those
that have only had their contact details disclosed, you only
need to tell those people who are in serious harm

The third option, if it’s not practicable to contact people
directly, is to publish a notification on your website and
take steps to draw people’s attention to it.

It generally wouldn't be enough to just put the notice on
your website, you’re going to have to take some steps to
draw it to the attention of the people who are affected, so,
perhaps you’ll tell them when they come i1n for consultations
that this has happened or put a sign up in your practice or
find some other way to draw it to their attention.

I’m not sure that just the cost of writing to 20, 000 people
or contacting 20, 000 peopl e woul d necessarily push sonet hi ng
over into that not practicable territory.

We’re looking, at the moment, at telling a large number of
peopl e about a data breach that has occurred and | ooki ng at
the costs around sending out text messages to all of them
iIt’s a few hundred dollars to send some several thousand
text messages out. It’s not free but 1It’s not an enormous
cost .

DR JULI AN WALTER: Presunably you also have to be carefu
that you don’t breach the privacy of people in sending out
that information, i1f they’re old contacts for example.

MR ANNAN BOAG We actual ly think probably the scenario where
It won’t be practical to contact everyone is more often if
you don’t have their contact details rather than it’s going
to be too expensive to send thema letter.

DR JULI AN WALTER: There is a |lot of scope for sorting that
out when we cone across nore of these whole scale health
dat a breaches, where the practice data base may not be that
up to date in ternms of patients who’ve moved. Would it be
acceptable to pick sonme sort of rational nunmber and go back
two years” worth of patients and let them know and then have
a message online and in your practice for the others?

MR ANNAN BOAG 1 hadn’t thought about that scenario, It’s an
interesting 1idea. You don’t necessarily need to notify
everyone at once. The requirenents to notify people is as
soon as practicable, so there are people who you know you
have got current contact details for, you’ve got their email
addresses, you can probably contact them then the people
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that you’re not so sure about you m ght only have a postal
addr ess.

IT you don’t have current contact details and you don’t have
any straight forward way to get them, then that’s probably
a situation where you should be considering a notice rather
than witing to every individual

DR JULI AN WVALTER O vyou don't know whether their details
are current, which is probably nore the issue.

DR WALI D JAMMAL: This i1s a problem that we’re going to face,
and hopefully it”s not going to be me, my practice, because
It iIs terrifying actually as a GP. In my practice, I’ve got
11,000 files that are open and anot her 9,000 that are cl osed.
By closed, that means they haven’t been for three years and
1’ve got fTiles, electronically, that go back to 1994, when
I put my First computer on my desk. 1 don”’t want this to
happen.

MR ANNAN BOAG If there is doubt about the accuracy of the
contact details that you have, yes, i1t’s probably not going
to be practical. Though, one way that organi sations address
this in data breaches that | have seen, the notifications
that they send out say to text nessages, to nobile phones,
they’re quite brief, they don’t go into any details about
the particular person’s circumstances.

They” 1l provide a link to the nore detailed statenment that
appears on the website, but once again, it would be witten
in a way such that 1t won’t compromise anyone’s privacy if
the wong person reads it.

DR JULI AN WALTER:. W mght draw that to a close, but as |
said, you’re welcone to cone up afterwards and ask us
questions if you’ve got them. Thank you very much for your
att endance.

MEETI NG CONCLUDED
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